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Klju¢ upravljanja automatiziranim postrojenjima EES-a?
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Razvoj napredne EEM-e

Aplikacije napredne EEM-e

Upravljanje i nadzor prijenosnim

Upravljanje i nadzor proizvodnim
sustavom

Upravljanje i nadzor distribucijskim
sustavom
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Virtualna elektrana

Mikromreza Vjetroelektrana

Centralizirana proizvodnja

Napredna brojila

\ Podsustavi napredne EEM-e y
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Digitalni blizanci: Sto i zasto?

 Digitalni model stvarnog sustava
— Fizikalne/statiCke znaCajke
— Procesne/dinamiCke znacCajke

SCADA
Prikupljanje
podataka
Mjerenja
Signali
Upravljanje
Automatizacija

y

Stvarni sustav

-
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Digitalni blizanac

Komunikacija

u realnom vremenu
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Sto nam je potrebno za digitalne blizance?

KOMUNIKACIJA U DINAMICKI MODEL NAPREDNA
REALNOM VREMENU SUSTAVA VIZUALIZACIJA
0T i 5G Automatsko upravljanje Prosirena i

mijesana stvarnost
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podataka
stvami — Digitalni
sustav blizanac
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Sto nam je potrebno za digitalne blizance?

KOMUNIKACIJA U DINAMICKI MODEL NAPREDNA
REALNOM VREMENU SUSTAVA VIZUALIZACIJA
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Standardizacija integracijskih sucelja

Nove upravljacke arhitekture

¢ service ) service

Velik broj proizvodaca

. <
= & service
Viseslojna struktura of &

Integracijski preduvijeti ¢

Tehnoloska i

platformska neovisnost

Dugotrajna odrzivost

Jedinstveni pristup
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Automatizacija podsustava napredne EEM-e

Integracija RIE

Centralizirani->raspodijeljeni

Upravljanje mikromrezom

Upravljanje EES-om

Novi funkcionalni zahtjevi — o
R b b Razmjena informacija 2 EEv.
. B i BO g‘ il e
Plug & play integracija .
Standardizacija protokola __ <> Mikromreza 3
Semanti¢ko modeliranje ~—— = p—— -
SCADA/DCS sustavi
Posredniéki sustav .)
KibernetiCka sigurnost I 1 I i A Q
@ ’ Razmjena energije |||||||||I|‘|‘
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Ostatak EES-a
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SCADA

» Digitalizirani podatak -> informacija

« Akvizicija podataka i njegovo pretvaranje u informaciju trazi i
analiti¢ki korak

« Supervisory Control and Data Analysis
« Preduvijet digitalne transformacije pametnih gradova

Upravljanje mikromrezom Upravljanje EES-om

informacija
podatak
Ostatak EES-a
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PROZA NET - Integracijska platforma

* Preko 500 instalacija

» Vlastiti razvoj

» Fleksibilnost primjene

e Struja, voda, plin...

* Regionalni lider
+ Vise od SCADA sustava e |
/o/_ = o =
prozanet
KONCAR
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PROZA NET - Nadzor podatkovnih centara

sl PROZA NET =lomm

Centar Proizvodnje Sjever

rererieseR | ezt
* | wowean

 Nadzor mrezne opreme

s ot

« Alarmi i dogadaiji

T

« SCADA integracija

HE Cakovec - AG D - Alarmi

« Napredni monitoring E— I

Pobjeg sgregata 1. stupan Akustlak nizak Crpka 1 povrat
Pobjeg agregata 2. stupan] Prihvat alarma Pricritetna crpka L
‘Generstor - zaitita 1 stupanj Cantrifuga Crpka 2 povratnog ulia
Generator - zaita 2. stupan) ispithvanje signalizacije Prioritatna crpka 2
far AG
Potar uMHE
= Crplkn u pod. b . - nslog 2 sart Preapterstenje pumpe za vodu Hidraulizki agregat - automatski
° Crpka 28 pod. . a2 -nalog 23 stop e | e
|\Z il ot R ;
v . tur. lod. - v . Automat 24VDC Hidraul regat - nizak
: Automat 220VDC Hidraulicki agregat - zazeplene fitera

Podmazivanje tur, lezaja -
Turbinski lafa) - provisoka temp.

* Preventivno odrzavanje

o)
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PROZA NET — Video nadzor

* Video nadzor industrijskin postrojena

* Integracija video kamera u SCADA sustav

« ONVIF video standard

Trafostanice

Proizvodnja

Vjetroelektrane

’ KONCAR




PROZA NET — Mobilna SCADA

« WS-Gateway
« Web HMI
* Mobilna aplikacija

 |zvjestavanje i vizualizacija

u stvarnom vremenu
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PROZA NET — ProsSirena stvarnost

* ProSirena stvarnost industrijskih postrojena

* Primjena mobilnih i Hololens uredaja

* Vuforia & QR markeri

Transformatorska stanica SCADA sustav

Ekran AR aplikacije

_____ e N
.............. PhV.phsA.
"""" & cVal.mag =
[ Data Area
5kA [] Alignment Pattern
] Position Detection
Pattern
L )

Pametni telefon

Transformator

i
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PROZA NET — Informacijska sigurnost

IEC 62351 & IEC 62443

Control center Data base

Sigurnost SCADA aplikacija r——

server

|

I :
TSL/SSL/RBAC/SNMP [ o - |

| Firewall Gateway Frgeal |
H2020 projekti R I

: client @ :
ENISA 2014 (CERT) = ~——=======—%% s ———————————— y
CEKOM - SCADA sigurnost e e

Substation @® NSM DO
® IDS

Station
computer

Sty
4 g8 o

IED Breaker Switch
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Smart Grid domene - IEC radne grupe

Zones
(Hierarchy)

Domains Customer
(Home, Building,

Industry, EV, Mobility)
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IEC TC57 Power System
Communication Standards

IEC 62351 KibernetiCka sigurnost (tehnologija)

IEC 62351-1: Introduction

IEC 60870-6 TASE.2 (ICCP)

IEC 62351-2: Glossary

| IEC 60870-5-104 & DNP3

IEC 62351-3: Profiles including TCP/IP

| IEC 60870-5-101 & Serial DNP3

IEC 62351-4: Profiles including MMS and similar Payloads | IEC 62351-7: Objects for Network Management |
| IEC 61850-8-1 MMS
| IEC 61850-8-1 GOOSE / -9-25V IEC 62351-5: IEC 60870-5 and Derivates IEC 62351-8: Role based Access Control |
IEC 61850-8-2 MMS over XMPP IEC 62351-6: IEC 61850 Profiles | IEC 62351-9:Key Management |
IEC 61970 & IEC 61968 CIM i IEC 62351-11: Security for XML Files IEC 62351-14: Cyber Security Event Logging

- IEC 62351-90-1: RBAC Guidelines
IEC 62351-100 Conformance Testing

-1: Focus on IEC 62351-5 + IEC 60870-5-7 IEC 62351-90-2: Deep Packet Inspection
-3: Focus on IEC 62351-3 IEC 62351-90-3: Convergent IT/OT Systems Security Monitoring Guidelines
-4: Focus on IEC 62351-4 IEC 62351-10: Security architecture guidelines for TC 57 systems
-6: Focus on IEC 62351-6 IEC 62351-12; Resilience and Security Recommendations for Power Systems with DER

IEC 62351-13: What Security Topics Should Be Covered in Standards and Specifications
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IEC 62443 — KibernetiCka sigurnost (proces

ISA-TRE62443-1-2 ISA-TRE62443-1-4

-
E Concepts and models Master glossar_y :_:r System security |ACS security ifecycle
(L) terms and abbreviations conformance metrics and use-cases
|
b i
ol g ISA-62443-2-1 ISA-TR62443-2-3 I1SA-62443-2-4
® 5
b =] Secunty program Security program
=] . . Patch management in - Implementation guidance
= § requiremants far IACS IACS pratection levels the IACS enviranment rewre_ments far IACS for IACS asest oWners
o = asset owners service providers
o
1"\.
ISA-TR62443-3-1
E
& . _ I System security
n Security technologies Security risk assessment i
requirements and
t%" for IACS and system design .
sacurty levels
—
_\.
"E I5A-62443-4-1 1SA-62443-4-2
1]
=
g_ Secure product Technical security
£ development lifecycla requirements for [ACS
8 reguirements components
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Sigurnosti digitalizirane energetske mreze — presjek standarda*

- Focus: Power Systems DeSIQn Detalls

@ Focus: Information Systems :
ISOI/IEC 15408 & ISO/IEC 18045

@ Focus: Industrial Automation

E: % [ 8l Technical
Sloflil|5|s Aspects
N o o |=|w
IEC 62443 o8 8 = 2 oy
~lo = | Z :E g
RIIRIQ|E = 3
X | x| o OO ~— ~—
] © LW e o9 5
Details for 8 iR IR AN  Relevance
w :(D--. 3
Operations & ARt | For Products

IEEE 1686

Governance &
Policy Aspects

IEEE C37.240

ISO/IEC 19790
ISO/IEC TR 27019
ISO/IEC 27001/2

Operations Products

Completeness

‘ ’ *Izvor: SEG-CG 2016 KONéAH



Sigurnosti digitalizirane energetske mreze — presjek standarda*

- Focus: Power Systems DeSIQn Detalls

@ Focus: Information Systems ’
ISOI/IEC 15408 & ISO/IEC 18045

@ Focus: Industrial Automation

Technical
Aspects

IEC 62443

61850-8-2

IEC 62351

Details for Relevance

IETF RFC 7252 CoAP
IETF RFC 6960 OCSP
IETF RFC 7030 EST
IETF GDOI Enhance
IETF Draft TLS v1.3

o ——

IS,

IEC 62056
ISO/IEC 15118
IEC 62743

Operations

IEEE 1686

Governance &
Policy Aspects

IEEE C37.240

ISO/IEC 19790
ISO/IEC TR 27019
ISO/IEC 27001/2

Operations Products

Completeness

‘ ’ *Izvor: SEG-CG 2016 KONéAH



PROZA NET — OS4ES

SEVENTH FRAMEWORK
PROGRAMME

« Open System for Energy Services
— FP7 projekt
— Trajanje 36 mjeseci (kraj 12/17)
— 9 partnera iz 6 zemalja

* Budget: 4.22M €
e Grant projekta: 2.86M €

Decision Support System —
DER Utilization Optimization
and Capacity Calculation _
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FLEXCOOP

« Democratising the energy market through
Introduction of innovative demand response
tools and novel business models for energy
cooperatives

— H2020 proejkt
— 36 mjeseci (start 11/17)
— 13 partnera iz 8 zemalja

 Budget 3.97M €
e Grant:3.97M€

Demand Response Optimization and Control Dispatch DSS
Layer Components

Open Marketplace for
flexibility pocling and
Engagement Platform sharing

Local Demand Manager

Prosumer Context-Aware
Flexibility Profiling Engine

R Sens
Message Oriented BT

Middleware and Big

Data Management HVAC/ Lighting/ Water
Heating Control

-

I OneM2ZM

FLEXCoop SRS iy

Home Manitoring an
Control Dispatch Module
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CROSSBOW

« CROSS BOrder management of variable renewable
energies and storage units enabling a transnational
Wholesale market

— H2020 projekt

HLU 8
HLU 9

~ Y
=
=] | =1 =
.

— 23 partnera iz 13 zemalja LcE.0-2

I

— Trajanje 48 mjeseci (poCetak 11/17) 2
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(4 CROSSBOW RES regional

generation

Coordination Centre

» Vrijednost projekta: 22.09M €
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Razvoj napredne EEM-e
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Aplikacije napredne EEM-
Upravljanje i nadzor proizvodnim plikacije napredne €
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sustavom
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Razvoj sigurne napredne EEM-e?
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Upravljanje i nadzor distribucijskim

sustavom
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Aplikacije napredne EEM-
Upravljanje i nadzor proizvodnim plikacije napredne €

sustavom

Poslovne aplikacije

Mikromreza
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Centralizirana proizvodnja

Vjetroelektrana
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Virtualna elektrana

Napredna brojila

Podsustavi napredne EEM-e y
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RaZVOj cjelovito sigurne napredne EEM- e'
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Upravljanje i nadzor prijenosnim
sustavom

Upravljanje i nadzor distribucijskim

Upravljanje i nadzor proizvodnim

sustavom
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Centralizirana proizvodnja

Vjetroelektrana

Poslovne aplikacije

Elektriéni automobili

Napredna brojila

Podsustavi napredne EEM-e y

\
Aplikacije napredne EEM-e

\
I
I
I
|
I
I
|
I
I
I
I
I
I
|

\

Y

o o o o o o o o o o o O O O o o e e o

~



KONCAR




