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INSPIRING INNOVATIONS

» Inzenjer industrijske
automatizacije (Aplication
Engineer)

» PLC programiranje, razvoj HMI i
‘9\ SCADA aplikacija

Vedad Cosié Odgovornosti:

15 PHOENIX CONTACT Hrvatska
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= Osposobljavanje kupaca
(Customer Trainings)

= Upravljanje projektima (Project
Management)

= Tehni¢ka podrska (Technical
Support)
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Sadrzaj

= Racunarstvo u oblaku
= Primjena u energeticl

= PROFICLOUD V1

Time Series Data Service
PLCnext Store

mGuard Secure Remote Service

ImpulseAnalytics Service
 PROFINET Service

= PROFICLOUD V2
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Racunarstvo u oblaku

laaS, PaaS, SaaS i PROFICLOUD

SER)
(Software as a Service)

PaaS
(Platform as a Service)

EER)
(Infrastructure as a Service)

Korisnik pristupa aplikacijama pruzatelja
usluga, dostupnima putem klijentskog sucelja
Korisnik ne upravlja osnovnom infrastrukturom
oblaka (npr. mrezom, racunalnim resursima)

Korisnicke aplikacije izradene pomocu
programskih jezika, knjiznica...

Korisnik ne upravlja osnovnom infrastrukturom
oblaka (npr. mreZzom, racunalnim resursima)

Pohrana, mreze, osnovni racdunalni resursi...
Korisnik ne upravlja osnovnom infrastrukturom
oblaka (npr. mrezom, racunalnim resursima)
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Racunarstvo u oblaku

laaS, PaaS, SaaS i PROFICLOUD

SEER)

(Software as a Service) Rjesenja u oblaku

PaaS PROFICLOUD
(Platform as a Service) (Phoenix Contact loT platforma)

laaS amazon web services
(Infrastructure as a Service) (usluge posluzitelja)
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Primjena u energeticl

Reverzibilna hidroelektrana

Distribucijska
stanica s tezisStem

Vjetroelektrana
Solarna elektrana

Upravljacka
soba *e® |
g '
o | |
ra Distribucijska Distribucijska
stanica s teZistem stanica s teZistem
opterecenja opterecenja

1\

Transformatorska Industrija
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Elektricna
centrala |

Bioplinsko
?-\, postrojenje
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Potrosaci St
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Lokalna Distribucijska AR
distribucijska stanica s teziStem
stanica opterecenja
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Primjena u energeticl

Komunikacija u EES-u

IEC 60870-0-101/-102/-104
DNP3
IEC 60870-6 (ICPP/TASE.2)

IEC 60870-0-103

IEC 61850 (MMS)

IEC 60870-0-101/-104

IEC 61850 (GOOSE, SMV)
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Primjena u energeticl

Komunikacija u EES-u

IEC 60870-0-101/-102/-104
DNP3
IEC 60870-6 (ICPP/TASE.2)

IEC 60870-0-103
IEC 61850 (MMS)
IEC 60870-0-101/-104 _
RTU Senzor HMI
IEC 61850 (GOOSE, SMV)
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loT pristupnici

Osnovni RTU

AXC F 1152

2700973

Cyclone 5 s ARM Cortex-A9 CPU 1 x 800
MHz

Komunikacijski protokoli: HTTP(S), FTP,
SNTP, SNMP, SMTP, SQL, MySQL,
DCP, itd.

Broj upravljackih zadataka (IEC 61131): 8
Najmanje vrijeme ciklusa (IEC 61131): 5
ms

Profinet (kontroler, uredaj) sa 16 AR-ova
512 MB RAM

Utor za SD Flash karticu

1 x ETH-MAC sucelje (2 x 10/100 Mbit)
Sat stvarnog vremena

Podrska za Inline i Axioline 1/0 module
Trusted platform module (TPM) za
sigurnost

Temperaturni raspon: -25 °C...+60 °C

Standardni RTU

AXC F 2152

2700974

ARM Cortex-A9 CPU 2 x 800 MHz
Komunikacijski protokoli: HTTP(S), FTP,
SNTP, SNMP, SMTP, SQL, MySQL,
DCP, itd.

Broj upr. zadataka (IEC 61131): 16
Najmanje vrijeme ciklusa (IEC 61131): 1
ms

Profinet (kontroler, uredaj) sa 64 AR-a
512 MB RAM

Utor za SD Flash karticu

1 x ETH-MAC sucelje (2 x 10/100 Mbit)
Micro-USB tip C

Sat stvarnog vremena

Podrska za Inline i Axioline 1/0 module
Mogucnost proSirenja s lijeve strane
Trusted platform module (TPM) za
sigurnost

Temperaturni raspon: -25 °C...60 °C

0T pristupnik

CLOUD IOT GATEWAY

1031235

Robustno kuciste za industrijska
okruzenja

Arm® Cortex®-A8 1 x 600 MHz
Sucelja: RS-232, RS-485, Ethernet (2 x
RJ45 (100 Mbps)), USB tip C
Komunikacijski protokoli: Modbus/RTU,
Modbus/TCP, HTTPS

Siguran prijenos podataka putem TLS
(engl. Transport Layer Security) enkripcije
Sat stvarnog vremena

Temperaturni raspon: -25 °C...55 °C
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PLCnext tehnologija
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—- 61I1E3C1 3 | MATL,AB(@ -—| function |—-| real-time |———————— i
- Simulink block app PLCnext |
Runtime |

()

Real-time control applications via
Execution and Synchronisation Manager o PLCnext Store

Z
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Q

@ Service Components — built-in benefits |Q Cit Y C/C++
_§ Function o Node.js°
O /O / Fieldbus Extension o Rust

g ¢.NET Core
5 ®

= Global Data Space * Java

'8 Python

Linux with preempt_rt

Hardware E] PLCnext Control
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PLCnext tehnologi

HTML

4=

MySQOL. g PUth

PLCnext tehnologija omogucuje bilo koju zeljenu kombinaciju neovisno izradenih programa i kompletnih aplikacija.
Koristenje softvera i aplikacija otvorenog koda poboljSava u€inkovitost Vasih razvojnih procesa.

-@

Node-RED
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PROFICLOUD V1

1, 73 i o

-
Time Serl_es Data PLCnext Store mGuard SeCL_Jre ImpulseA_naIytlcs PROFINET Service
Service Remote Service Service

12



HRVATSKA
KOMORA
INZENJERA
EEEEEEEEEEEEEE

AN PROFICLOUD raéunarstvo u oblaku
'CIRED VEDAD CosIC

HRVATSKI OGRANAK

4

PROFICLOUD V1

PROFICLOUD

) Ay ¥ n

-
Time Sen_es Data PLCnext Store mGuard SeCL_Jre ImpulseA_naIych PROFINET Service
Service Remote Service Service

« TSD rjeSenje omogucuje slanje upita, prikaz i razumijevanje mjernih podataka koji
su pohranjeni u Vasoj vlastitoj bazi podataka u Proficloudu

» lzrada, pregled i dijeljenje nadzornih ploCa (engl. Dashboards)

13
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Sigurna TLS nternet

enkripcija

Upravljacka
plo¢a

EEE
PROFICLOUD

Digitalni Analogni

signali signall Komunikacija
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-
Time Serl_es Data PLCnext Store mGuard SeCL_Jre ImpulseA_naIych PROFINET Service
Service Remote Service Service

PLCnext Store nudi softverske aplikacije s kojima mozete izravno i jednostavno
prosiriti funkcije PLCnext kontrolera

Kao programer softverskih rjeSenja mozete stvoriti i vlastite aplikacije i ponuditi ih
u PLCnext Storeu

17
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PLCnext Store

eSS PLCnext Store

Find ,
o useful software functions
for your PLCnext Control ™ - -

Rating > H AnalogTechnology m . Modbus_TCP m

* ok Kok

The AnalogTechnology library offers function blocks for

. Modbus_RTU == s PLCnextBase =3
» <



HRVATSKA
KOMORA
INZENJERA
ELEKTROTEHNIKE

AN PROFICLOUD raéunarstvo u oblaku
'CIRED VEDAD CosIC

HRVATSKI OGRANAK

PROFICLOUD V1

ah. ) ¥ 1

Time Series Data PLCnext Store mGuard Secure ImpulseAnalytics

Service Remote Service Sovtac PROFINET Service

« mGuard Secure Cloud — internetska metoda visoke sigurnosti za trenutno
daljinsko povezivanje s bilo kojim krajnjim elementom unutar klijentove mreze

Pristup svim relevantnim informacijama: lokacijama, operaterima, ciljanim krajnjim
elementima, korisnicima, kao i njihovim pristupnim pravima (standardni web-

preglednik)

Dostupan brzi pregled za sve lokacije koje su trenutno na mrezi i koje su spremne
za trenutnu daljinsku uslugu

19
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mGuard Secure Remote Service

IEC 62443-1-1 IEC 62443-1-2 IEC 62443-1-3 IEC 62443-1-4

Master glossary of
Concepts and models  terms and
abbreviations

IEC 62443-2-1 IEC 62443-2-2 IEC 62443-2-3 IEC 62443-2-4 IEC 62443-2-5

Security program Patch management in Security program

requirements for IACS  IACS protection levels 9 requirements for IACS
the IACS environment . :

asset owners service providers

IEC 62443-3-1 IEC 62443-3-2 IEC 62443-3-3

Security risk System security
assessment and requirements and
system design security levels

IEC 62443-4-1 IEC 62443-4-2

Product security Technical security
development life-cycle | requirements for IACS
requirements components

Process requirements Functional requirements

. o Phoenix Contact
System security IACS security life-cycle certifikati
conformance metrics and use-cases

Uloga:

Impelementation Vlasnik imovine
guidance for IACS

Policies and
procedures

Security technologies
for IACS

Uloga:

Proizvoda¢ opreme

Component

20
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mGuard Secure Remote Service

mGuard sigurnosni usmjerivagci PLCnext upravljacki uredaji

21
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PCI(E)
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‘=35
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Stolna
upotreba

19” stalak

Smanjenje vjerojatnosti i utjecaja sigurnosnog incidenta
Podjela mreze, ograniCenje neovlastenog pristupa,
enkriptirani prijenos podataka (VPN), demilitarizirano
podrucje (DMZ)

Neovisnost o operacijskom sustavu (npr. Windows XP)
Nisu potrebni upravljacki program

Nova i postojecCa industrijska raCunala mogu se
jednostavno i ravnomjerno zastititi

Prijenosni uredaj za servisne tehniCare

Povezivost preko optiCke komunikacije do 80 km
Provjera preko 1.600 izvjeStaja o ranjivosti svakog
mjeseca

Brza isporuka sigurnosnih zakrpi tijekom duzeg
vremenskog razdoblja

VPN softver za servisne tehniCare

22
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mGuard Secure Remote Service

‘ Service Workstation Service VPN Connection

encrypted IPsec VPN tunnel between m G u a rd secure CIOUd

Software VPN clients: Windows, macOS, i0S, iPad0s, Linx  [ISSIEEIERIMMEICIEUSECIEI EEAEVE

VPN Path Finder
optional Firewall- and Proxy-friendly
encapsulated IPsec VPN tunnel

= VPN: online g

Service VPN gateways (virtual)

E

E Data . O

’ T E:nmnmmz T
Internet é 2
@& https://start.cloud. d. o 2=
ps://start.cloud.mguard.com Web server & ) 2%
Q 41" Cloud application S 55
Management “"" /l : g %
“" "’ S cc
HTTPS fo il 5 WE:cS
= 6&,! SS8s
. [ 8¢
&3
Routing & 882
Management KR

L)

‘ VPN: online /"

Encrypted Data

e
HUOUOOL

lafalufalils

Il
E

Machine VPN Connection Machine VPN gateways (virtual)
encrypted IPsec VPN tunnel between
Hardware VPN client and machine gateways

mlc’HGNIX
VPN Path Finder ONTACT

optional Firewall- and Proxy-friendly

Accessible via real IP address encapsulated IPsec VPN tunnel State-of-the-art data center

26
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Time Series Data mGuard Secure ImpulseAnalytics

) PLCnext Store - . PROFINET Service
Service Remote Service Service

ImpulseCheck — kontinuirani nadzor aktivnih vodi€a spojenih na prenaponsku
zastitu

Detekcija prenaponskih struja i visokofrekventnin naponskih impulsa, te analiza s
obzirom na amplitudu, naboj i specificnu energiju

Slanje detektiranih vrijednosti na Proficloud, te njihova interpretacija i evaluacija
pomocu pohranjenih modela prenaponskih uredaja

|zravni podaci o stvarnom opterecenju sustava i trenuthom stanju uticnih modula

27
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Time Series Data mGuard Secure ImpulseAnalytics

) PLCnext Store - . PROFINET Service
Service Remote Service Service

Standardni web preglednik

RazliCiti rezultati, kao Sto je bilo kakva promjena u statusu uticnog modula,
takoder se prijavljuju putem "push"” poruke

Omogucuje djelovanje prije greske

28
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ImpulseAnalytics Service
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Time Series Data mGuard Secure ImpulseAnalytics

) PLCnext Store - . PROFINET Service
Service Remote Service Service

Zahvaljuju¢i PROFINET rjeSenjima u oblaku, moguce je dodavanje usluga u
oblaku postoje¢oj PROFINET mrezi

Povezivanje s udaljenim aplikacijama ili pri koriStenju usluga poput nadzora,
izvjeStavanja, izraCunavanja ili predvidanja

30
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PROFINET Service

| I

| I

| I

I I

I PC PROFINET Local PROFICLOUDI
control system PROFINET coupler

I I/O station I

_—— — — — — ]

2l

PROFI
CLOUD

Secure
TLS encryption
=1 r-— == A
I 1 |
I 1 |
I 1 |
I |
I 1 |
Distributed Distributed
PROFINET station I PROFINET station |
_____ EE— |

L___I___.I
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PROFICLOUD

Time Sen_es Data PLCnext Store mGuard SeCL_Jre ImpulseA_naIyncs
Service Remote Service Service

PROFINET Service
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PROFICLOUD V2

Phoenix Contact IoT
Proficloud temeljen na fleksibilnoj arhitekturi mikrousluga
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Arhitektura mikrousluga

» Usluga upravljanja uredajima
Rjesenja u oblaku » Usluga pametnih uredaja
» Usluga pametnih rjeSenja

SER)
(Software as a Service)

2
"
=N
a

PaaS PROFICLOUD tav
(Platform as a Service) (Phoenix Contact loT platforma)

kubernetes + Docker (platforma spremnika)

laaS amazon web services
(Infrastructure as a Service) (usluge posluzitelja)
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& Povezivanje pametnih uredaja
Jednostavno povezivanje s Proficloudom ili bilo kojim oblakom

@

Phoenix Contact IoT
Proficloud temeljen na fleksibilnoj arhitekturi mikrousluga
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Blokovski modularni Mjerenje energije  Napajanja s najveéom Visoko kompaktni  Industrijski Etherneti Pretvaraci signala
I/O sustav funkcionalnosti relejni moduli kiberneticka sigurnost

@ .q‘
PLCnext upravljacki Pomoc¢ni sustav za DC UPS s IQ Hibridni pokretacii Daljinsko upravljanjei lzolacijska pojacala s
uredaji prenaponske zastite tehnologijom upravlja¢i motora drzavanje funkcionalnom
zastitom i zastitom od
eksplozije
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PROFICLOUD V2

Google Cloud

PROFICLOUD

2020

Alibaba Cloud
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Pametne usluge u Proficloudu
Pohrana i vizualizacija podataka o uredajima i razvoj razli€itih

algoritama za predvidanje, optimizaciju, upravljanje i sl.
& Povezivanje pametnih uredaja
Jednostavno povezivanje s Proficloudom ili bilo kojim oblakom

@

Phoenix Contact IoT
Proficloud temeljen na fleksibilnoj arhitekturi mikrousluga
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Time Sen_es Data PLCnext Store mGuard SeCL_Jre ImpulseA_naIyncs
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PROFINET Service
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PROFICLOUD V2

PROFICLOUD

om Device Managament Service

Time Series Data PLCnext Store mGuard Secure ImpulseAnalytics
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* [oT EMpro uredaji
* EMpro REST API

» Nadogradnja
funkcionalnosti putem
azuriranja firmvera

* Sigurnost (“samo za Citanje”
(engl. read-only) koncept)

» Usporedno koriStenje
komunikacijskih protokola
poput Modbus/TCP-a

Intelligent Energy Management Intelligent Energy Management . . :
REST API ONLINE Electronic machine manager Smart Power Supplies

T

|

« Electronic Machine
Manager

* loT EMpro uredaji

* Pristup podacima mjerenja i
uredaja s bilo kojeg mjesta * Analiza zdravlja stroja i
pomo¢ za optimizaciju

°IRELE Rl G2 (gLt ciklusa odrzavanja

usluge upravljanja
energijom i usluga
upravljanja uredajima (npr.
stanje zdravlja brojila
energije)

» Temelj za koncepte
daljinskog odrzavanja

* Pristup podacima u
stvarnom vremenu i
obogacivanje podacima u
oblaku

 Jednostavno web sucelje

* Inteligentni sustav
upravljanja baterijom (BMS)

« Stanje sustava i moguénost
lokalnog ili daljinskog
komuniciranja za produljeno
upravljanje optere¢enjem

» Stanje napunjenosti (SOC),
stanje zdravlja (SOH), radni
vijek baterije (kontrolirano
isklju€ivanje aplikacije) i
planiranje odrzavanja
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Proficloud: Professional Cloud
Solutions

Use the many advantages of the Proficloud, whether for your automation solutions or to
monitor your machinery. Get an individual notification or simply check the health status of your

LOGIN

Phoenix Contact hardware.

SIGN UP
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Health Information Log Services

Connection Status

Online

Device Status

Unable to read from registers

Device Type

PLCnext

Created

Nov 19 2019, 14:44

Last seen

Device is currently online
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© PLCnext 362A X

Health Information Log Services

Serial Number

PLCnext-362A

Firmware Version

1.2.3

Hardware Version

9.9

uuiD

8AC7CB54-BFF2-4BF4-ABEB-E79C45E7077C

Comment

01-10

B WESZEND, c/0 Bemn@
Funkturm Berlln@ () Kantatas. 2
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© PLCnext 362A X

Health Information Log Services

Time Series Data

Grafana Dashboard

Firmware Update

Firmware Update
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INSPIRING INNOVATIONS

Hvalal

I
Vedad Cosic

Tel: +385 1 645 8994
Mob: +385 99 5292 106
E-mail: vcosic@phoenixcontact.hr
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