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IEC 61850 and OMICRON

« OMICRON contributes to all demonstrations
since the beginning (2002, 2004, 2006)

« Employees of OMICRON are authors and
contributors of parts of IEC61850, active
members of WG 10 and national comitees
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Types of Tests

* Conformance Test
» Performance Test
 Functional Test

— during FAT (Factory Acceptance Test) and SAT (Site
Acceptance Test)

— routine tests
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Conformance Testing

« |EC 61850-10
» Cooperation with the UCA International Users Group

documents VR e
manufacturer IEC 61850 Certificate Level A’
teSt Ia.b o ratO ry No. 30520008-Consulting 2005-0513
P I C S IXsBueBdg: For the preduct:
Distribuytion Automation REF545 V3.0
Muottitie 2 A with SPA-ZC 400 V1.02

Fl-65101 Vaasa
Test Finland

The product has not shown to be non-conforming to:

MICS IEC 61850-6, 7-1, 7-2, 7-3, 7-4 and 8-1

Communication networks and systems in substations

PIXIT ——

\ 4

The contormancs test has been performed acoordlng to IEC 61850-10 with product’s protocol. medel and technical
issue i “IEC61850 conformance statement for REF545 and SPA-ZC40x
v1.4.doc” and IEC 61850 Tissues conformance statement for REF545 and SPA-ZC 40x v1 O.doc”, and extra
information for testing (PIXIT) “IEC 61850 PIXIT for REF545 and SPA-ZC 40x v1.5.doc".

The following IEC 61850 conformance blecks have been tested with a positive result (number of relevant and executed
test cases / total number of test cases as defined in the UCA International Users Group Device Test procedures):

Basic Exchange (19/23) Direct Centrol (4/11)

Data Sets (2/5) Enhanced SBO Control (9/18)
Unbuffered Reports (11/13) Time Synchronization (3/4)
Buffered Reports (14/15)

—
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Performance Testing

Transfer timet=t, +t, +t_

« Timing Performance ) t 3

- I ED rf rm n ommuni- ommuni-
pe O a Ce f1 L Sation ) C:’ Salion HLa f2
processor processor
— Network performance
Physical device PD1 Physical device PD2
DUT Network Test Set
Application Stack > > Stack’ Application
few Dozen
t= ? t,= ? us <1ms
« |EC 61850-5:
. Message Type Description Performance Class Max. overall time
— Performace requirements ... actmesoage =z 1oms
P2/F3 3ms
P1 100ms
Type 1B "Others Fast message PoP3 20ms
Type 2 Medium speed 100ms
« |EC 61850-10

— Performance metrics®“; what should be measured!
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Functional Testing

* not specified by the standard...
... but some Test Features are defined!

Protection
Relay Test Set
7
H Hard-wired
. Analog Signals
Hard-wired
binary outputs to binary inputs
—P
GOOSE +
_ Protection Test Set
: Relay
0og (1 1 2 1 1T 0 0 1]
LILIL) 20000040 84
+ SV (Sampled Values) +
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Overview
IEDScout SV Scout

LD 00_SCB
# @Y GGIO1
= (@Y LLNO
. ®-FC ST

[#-FC CF
=-FC DC

+-D0 5

el

GOOSE Configuration Module %DED
SV Configuration Module
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What to test

\} _"1b 00_SCE Client-
~g IEDScout

[0 GGIOT

=& LLNO [
i5
: 74

IED 2

o] ]

Seminar
PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME
Zagreb, 14. ozujak 2013.

\



Zahtjevi na ispitnu opremu — Test Equipment Requirements
Oliver Janke, OMICRON

B == ——= == == === == == == =1

« Test Client
* Read and Browse Data Models

“-LD 00_SCB

[+ GGIOT
B_EENE; « GOOSE (Visualisation, Sniffing,
el Simulation)
= * Creation of ICD-files
E * Report

= « Control
« General Interrogation

[ J
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Sniffing of Client Server Traffic

» Listen to ,foreign® traffic
— C/S Is point-to-point, no multicast
— Only destination receives packets
— conection for IEDScout, mirror ports, TAPsS

__ Request Request
Response Response
Server (IED) Client
Request (Station Control)
V :
E:‘ Mirror Port
A

_ - _Se;nTn_ar - -
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Event List
¢ Q = -

Resume Capture Restart Capture | Search/Filter Save as Text Save as PCAP

=10l x|

[ show

u‘

Client/Server +GOOSE | [+ cient/server | [ B Reports | [l[EM coose | [EEE] mvs | [B=c= ethermet |

Time | Source | Destination | Description |
19:07:47,382215 192,168.0.242:1220 192,168.0.77:102 " SelectWithValue of Q0_SCE/XCER 1.Pos.SBOw [CO]
19:07:49,091432 00:13:10:d2:02: 78 01:0cicd:01:01:ff _+_ GOCSE Status Change

19:07:49,151922 192,168.0.242:1220  192.168.0.77:102 Il Operate of QO_SCB/XCER 1.Pos.Oper [CO]
19:07:49,151922 192,168.0.77:102 192,168.0,242: 1220 B ReporturcbsTall

19:07:49,151922 192,168.0.77:102 192, 168.0.242: 1220 B Report Q0_SCE/¥CER 1.Pos.Oper [CO]
19:07:49.161527 00:13:10:d9:02: 78 01:0c:od:01:01:6F GO0SE Status Change

19:07:49, 221637 192,168.0.77:102 192,168.0,242:1220 Report urchSTal1

3 B 3 3 R

19:07:50.301700
19:07:52.955156
19:07:52,955512
19:07:52.971521
19:07:53.011475
19:07:53.013510
19:07:53.013510

192,168.0.77:102
00:50:c2:icli6liab
00:13:10:d9:02: 76
00:13:10:d%:02: 76
00:13:10:d9:02: 76
192, 1658.0,77:102
192,168.0.77:102

192.168.0,242:1220
01:0cicd:01:00:04
01:0cicd:01:01:6F
01:0cicd:01:01:6F
01:0cicd:01:01:6F
192, 1658.0,242: 1220
192,168.0,242:1220

[ e ) ) () e e} ()
o

Report urchSTa01
GOOSE Status Change
GOOSE Status Change
GO0SE Status Change
GOOSE Status Change
Report urchSTal 1
Report urchSTa01

19:07:53.031473 00:13:10:d9:02: 78 01:0c:od:01:01:6F GO0SE Status Change

19:07:53.091639 192, 168.0.77:102 192, 168.0,242:1220 E Report urchSTa0 1

19:07:53.091639 192, 168.0,77:102 192, 168.0,292: 1220 E Report urchSTal 1

19:07:54.012385 00:50:c2:c1:61:ab 01:0cicd:01:00:04 _+_ GOCSE Status Change

|Ca|:lture paused | 44 Ethernet packets captured =

3CIRED;

HRVATSKI OGRANAK

R

Seminar
PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME
Zagreb, 14. ozujak 2013.

—

e N N o N o N R N e e e
—_— —_———

=

A



Zahtjevi na ispitnu opremu — Test Equipment Requirements
Oliver Janke, OMICRON

B == ——= == == === == == == =1

Event List

RI=TEY
File View Export
> ¢ QA e ‘ H =
Resume Capture Restart Capture | Search/Filter [~ Show Save as Text Save as PCAP
Client/Server +60OSE | [+ cient/server | [ B reports | M coose | [EITE] s | [B=0s ethemet |
Time | Suur::e_ | Desﬁnaﬁ | Description |
19:07:47, 382215 192,168.0,242:1220 192,168.0.77:102 " SelectWithValue of Q0_SCB/XCBR 1.Pos.SBOw [CO] &
19:07:49.091432 00:13:10:d9:02: 75 01:0c:cd:01:01:Ff _+_ GDOSE Status Change
B 19:07:49,151922 192,158.0, 242: 1220 192, 158.0.77:102 C S Operate of Q0_S R.1.Pos.Oper [CO]
[ Reguest Operate of Q0_SCB/XCBR 1.Pos.Qper [CO]

Arrival Time 19:07:49.045311

ACSI Class Control

ACSI Service Operate

Data
[=] Response+ SIICCESS

Arrival Time 19:07:49.151922

Value [0] SUCCESS |
19:07:49, 151922 192,168.0,77:102 192,168.0,242: 1220 E Report urch5Ta01
19:07:45, 151922 192, 168.0,77:102 192, 168.0.242: 1220 B Report Q0_SCEXCER 1.Pos. Oper [CO]
19:07:49, 161527 00:13:10:d9:02: 75 01:0c:cd:01:01:f _+_ GOOSE Status Change
19:07:49, 221637 192,168.0.77:102 192,168.0.242:1220 El Report urchSTal1
19:07:50. 301706 192,168.0.77:102 192,168.0.242:1220 Bl Reporturch5Ta0il
19:07:52,955156 00:50:c2:cl:61:ab 01:0c:cd:01:00:04 _+_ GOOSE Status Change _ILI
1| | »

|Ca|:l1ure paused | 44 Ethernet packets captured 2
Seminar
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Search, Filters, Export

« Search and Filter
— Focus the scope and find specific messages

}(l Search: Ian*,‘SeardﬁSh’ing Find next | Find previous Filter: Ian*,'FiIterSh'ing

|Ca|:|t|_|re paused | 44 Ethernet packets captured 4

« Export Data in PCAP Format
— Analyze with external tools (e.g. Wireshark)

« EXxport to text file
— File or Clipboard
— For documentation
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The Vision: Fully Networked Protection Testing

1

g F
| |
| |
.
u —
| |
- mE ——
(
\|
f SV (
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CMC Test Sets

Interface for CMIRIG-B or CMGPS

Low level outputs 1 - 6

Low level outputs 7 - 12

2 Ethernet interfaces
For PC control and IEC 61850 GOOSE
and Sampled Values

e
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GOOSE Configuration Module

Test Modules

I I

Binary Inputs Binary Outputs
(physical or virtual) (physical or virtual)

|  Mappings ¢
GOOSE GOOSE
Subscriptions | Simulations

T Network l

—_
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Subscriptions ISimuIations I

@: File Edit View Test Parameters Window ?

0[w]u] | % BfE »[u]x] 2 %

GOOSE Configuration Module

E00 OMICRON GDOSE Configuration - [Test View: GOOSE Configuration in Cired 2007.occ]

=]
=131 x

‘- DoubleBit- OMICTCB/XCER1.Pos stVal
SensingDevice
Bin.in5
Bin.in 6

= .DMlC'ICBwLLNDSGDSchT
iR EDataset

ik DoubleBit- OMICTCBXCER1.Pos.stVal

-kl BitString- OMIC1CBXCER1 Pos g

0~ Integer- OMICTCB/XCBR1.0pCnt.stVal
----- Ul BitString- OMIC1CEXCER1.0pCnt.g

[k BitString- OMIC1CB/GGIO1.Ind1.g
E| .IED DOOPROT/LLNOSGOSControl_DataSetl
= EDataset

+6 | +@m - x|

CMC256-6 (GK208P) connected to PC

b
DoubleBit- OMIC1CBXCBR1.Pos stVal 1
E|= 57

Name

- lI Inverted
|

False

IED_ODOPROT/PTRC . Tr.general

Input
Inout &
ool | Eoem | ‘

-kl Boolean- OMICTCE/GGIO1 Ind1 stVal 4—

" i| Name
N

IED_000PROT/FTRC1.Tr.general

SCL Import

;I Name

Ltribute name (typically Object Reference)

Seminar
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GOOSE Configuration Module

« Paste sniffed GOOSE from IEDScout

e Simulations

« Can be used with every other test module
« Almost unlimited number of GOOSEs

« Synchronization possible

[ J
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Sampled Values Configuration Module

* Profile of IEC 61850-9-2: "9-2LE"

~« Can be used with all other
modules

Several streams possible (up to 3)
Synchronization possible

Process Bus

—_— —

Seminar
7C|RE D; PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME g
HRVATSKI OGRANAK Zagreb, 14 OZUjak 2013 ’



Zahtjevi na ispitnu opremu — Test Equipment Requirements
Oliver Janke, OMICRON

How It Fits Together

GOOSE
Recording
~ IEDScout C D 4
. A
d | Manual \‘/
Configuration \/

System
COMTRADE .
Configurator
onine | E]0[0
GOOSE IDs Configuration
Modules
Sampled
Values
L 1
___________________ S e;nin_ar__________ _
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SVScout

* Oszilloscope view of Sampled Values
* Phasor Diagram
« Recording and export as Comtrade

« Detail information about streams === o E—
N\ /\ N AN N ™\ /
\/ \V/ ‘v" \/ ‘v v/
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Testing in IEC 618507
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Test and Simulation of Sampled Values
(and GOOSE) acc. to Edition 2

sviD=SV1
Simulation=TRUE
sviD=SV1
Simulation=FALSE

LPHD
SIm=TRUE
Seminar
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OMICRON Solutions

IED IED .
1 CMC 850
el e B O BEES AR T ;
: i HE|  ovesss D ;
% e %@ ; CMC 256plus m E EEE lj :
GOONHIIEE .f (|,
.......... - E 8 EE V B R 8 E 8 Eé
Substation Network
Sreaker Merging Unit
IED
Circuit Breaker Electrical Power System

—
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Closed Loop Test with MU and SV

0111000001

\
Closed-loop testing
/// 777/’/\;\\ ™\
cr 0111000001  _( Sybstation .
BUQUQVOUOUQUL' Mu = " Network
VT i,
\|j_ i o
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