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IEC 61850 — Osnovne prednosti i problemi

« Glavne prednosti

— Brza i jeftinija integracija sustava

— Jednostavnije konfiguriranje uredaja i aplikacija
* Glavni nedostatci

— Sloboda u odredivanju konfiguracije

— Nepotpuna sukladnost uredaja i aplikacija
* RjeSavanje probleme

— Poznavanje IEC 61850 standarda

— Poznavanje nacCela rada sa SCL datotekama

% Seminar
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IEC 61850-6 — SCL

« XML (eXtensible Markup Language) -> Notacija
« |ED (Intelligent Electronic Device) -> Relej, upravljacki uredaj

« SCL (System Configuration description Language) -> Jezik
— SSD (System Specification Description) -> SucCelja opreme
— |CD (IED Capability Description) -> Moguc¢nosti uredaja
— |ID (Instantiated IED Description) -> Trenutna konfiguracija
— CID (Configured IED Description) -> KonacCna konfiguracija
— SCD (System Configuration Description) -> Konacna konfiguracija

— SED (System Exchange Description) -> Sucelja za proSirenja
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IEC 61850-6 — SCL

« XML (eXtensible Markup Language) -> Notacija

« |ED (Intelligent Electronic Device) -> Relej, upravljacki uredaj

« SCL (System Configuration description Language) -> Jezik

SSD (System Specification Description) -> Sucelja opreme
ICD (IED Capability Description) -> Mogucnosti uredaja
lID (Instantiated IED Description) -> Trenutna konfiguracija

CID (Configured IED Description) -> Konacna konfiguracija

SCD (System Configuration Description) -> KonacCna konfiguracija

SED (System Exchange Description) -> SucCelja za proSirenja

Seminar
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IEC 61850-6 — Konfiguracija (XML)

<BOOKS>
<book id=“123" loc="library”> BOOKS
<author>Hull</author> bo

<title>California</title> loc=*library”
<year> 1995 </year>
</book>
<article id="555" ref="123">
<author>Su</author>
<title> Purdue</title>

</article> 1995 Su
</BOOKS>

title

Purdue

California

\
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IEC 61850-6 — SCL struktura

class SCL /

tBaseElement
+Header SCL +DataTypeTemplates
tHead ’ ‘ tDataType T lat
gl ) + version: tSclVersion = "2003" N
+ revision: tSclRevision = "A" -

+Substation
+Communication 0.1 0.*

0. +IED
tSubstation B tCommunication tIED
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IEC 61850-6 — XSD

« XDS - XML Schema Description

File name Description
SCL_Enums.xsd The used XML schema enumerations
SCL_BaseSimpleTypes.xsd The basic simple types used by the other parts
SCL_BaseTypes.xsd The basic complex type definitions used by the other parts
SCL_Substation.xsd The Substation related syntax definitions
SCL_Communication.xsd The Communication related syntax definitions
SCL_IED.xsd The IED related syntax definitions

SCL_DataTypeTemplates.xsd The data type template related syntax definitions

SCL.xsd The main SCL schema syntax definition, which defines the root element of
each SCL file
% Seminar g
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IEC 61850-6 — Primjer (Jednopolna shema)

Example T 1-1

2 Voltage Levels

D1-220 kV
E1-132kV
5 Bays

1 —D1Q1 Feeder with Transformer, CT

2 — E1Q2 Feeder with DIS, CBR, CT, VT
3 — E1Q4 Static Busbar

4 — E1Q1 Feeder with DIS, CBR, CT, VT
5 - E1Q3 Feeder with DIS, CBR, CT, VT

E1Q

D1Q1 Out of Scope

Distance Protection
1 Protection signalling
Central Functions:
10km
Synchrocheck
|D01 Buchholz Relay
Overload Protection
Transformer-Differential.-Protection
Protection signalling
u EOZ@E)
IE02
[H Distance Protection
Voltage Regulator
13 i E1Q3
Interlocking Interlocking
M
Distance Protection Distance Protection
Differential Protection
Ugo10 Yeos O
I Igo3

Differential Protection

o)
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IEC 61850-6 — Primjer SCL (Jednopolna shema)

<Substation name="S12" desc="Baden">
<PowerTransformer name="T1" type="PTR">
<LNode InInst="1" InClass="PDIF" IdInst="F1" iedName="D1Q1BP2" />
<LNode InInst="1" InClass="YLTC" IdInst="S12D1T1" iedName="None" />
<TransformerWinding name="W1" type="PTW">
<Terminal connectivityNode="S12/D1/Q1/L1" substationName="S12" voltageLevelName="D1" bayName="Q1" cNodeName="L1" />
</TransformerWinding>
</PowerTransformer>
<VoltageLevel name="D1">
<Voltage multiplier="k" unit="V">220</Voltage>
<Bay name="Q1">
<LNode iedName="None" IdInst="S12D1Q1" InClass="PDIS" InInst="1" />
<ConductingEquipment name="11" type="CTR">
<Terminal connectivityNode="S12/D1/Q1/L1" substationName="S12" voltageLevelName="D1" bayName="Q1" cNodeName="L1" />
<SubEquipment name="R" phase="A">
<LNode iedName="D1Q1BP2" IdInst="F1" InClass="TCTR" InInst="1" />
</SubEquipment>
<SubEquipment name="S" phase="B">
<LNode iedName="D1Q1BP2" IdInst="F1" InClass="TCTR" InInst="2" />
</SubEquipment>
<SubEquipment name="T" phase="C">
<LNode iedName="D1Q1BP2" IdInst="F1" InClass="TCTR" InInst="3" />
</SubEquipment>

</ConductingEquipment>
<ConnectivityNode name="L1" pathName="S12/D1/Q1/L1" />
</Bay>
% Seminar
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IEC 61850-6 — Primjer (Komunikacija)

Example T 1-1

Dist Distance Protection

Protection signalling

Single communication bus
Central Functions:

Synchrocheck
|IEDs for: ,
Transformer Distance Protection
Combined Bay Unit (Circuit Breaker, 0701
Disconnector CT and VT). wo1 —
. Buchholz Rel
Each Protection. 6 Overload Protection
Central FunCtionS —— T §Transformer-DifferentiaI.
Y I [ 8 el protection signalling
UI:OA_ Voltage Regulation
|

No. Name ID E02

1 Dist E1Q1BP3 (PDIS) =

2 Difn E1Q1BP2 (PDIF)

3 Dist E1Q3BP3 (PDIS)

4 Difn E1Q3BP2 (PDIF)

5 Dist D1Q1BP3 (PDIS)

6 TDifn D1Q1BP2 (PDIF) 9 1 10 '

7 Trafo D1Q1SB1 ' ' Interlocking

8 LV Bay1 E1Q2SB1 Distance Protection

9 LVBay2 E1Q1SB1 Uko . Differential Protection " E03

10 LV Bay3 E1Q3SB1 | | 4

11 Central  D1Q1SB4 (CILO, RSYN) T i

Out of Scope

-Protection

Interlocking
_ Distance Protection

Differential Protection

o)
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IEC 61850-6 — Primjer SCL (Komunikacija)

<Communication>
<SubNetwork name="W01" type="8-MMS">
<Text>Station bus</Text>
<BitRate unit="b/s">10</BitRate>
<ConnectedAP iedName="D1Q1SB4" apName="S1">
<Address>
<P type="IP">10.0.0.11</P>
<P type="IP-SUBNET">255.255.255.0</P>
<P type="IP-GATEWAY">10.0.0.101</P>
<P type="OSI-TSEL">00000001</P>
<P type="OSI-PSEL">01</P>
<P type="OSI-SSEL">01</P>
</Address>
<PhysConn type="Connection">
<P type="Type">FOC</P>
<P type="Plug">ST</P>
</PhysConn>
<SMV IdInst="C1" cbName="Volt">
<Address>
<P type="MAC-Address">01-0C-CD-04-00-01</P>
<P type="APPID">4000</P>
<P type="VLAN-ID">123</P>
<P type="VLAN-PRIORITY">4</P>
</Address>
</SMV>
</ConnectedAP>
</Communication>
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IEC 61850-6 — Primjer (Uredaj)

Example T 1-1

Single communications bus

Central Functions:

D1Q1

Dist | Distance Protection
Protection signalling

o)
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10km
IED for: Transformer bay. Synchrocheck 5
No. Name D Dist | Distance Protection
7 Trafo Bay! D1Q1SB1 7
WX01 Dot
— ‘
Buchholz Relay
HV Bay 1 (TranSformer bay) 6 /Overload Protection
TDifn Transformer Differential.. Protectlon
8 Protection signalling
IED 7 LD ‘Voltage Regulation
. e E02 ‘
D1Q1SB1: :
: . Current LN
o M Transformer
M «| (DITITCTR)
: . LD
St . LN:
H o | Power transformer : 10 3
. .| (D1T1YPTR) H | .
o i M = . | Interlocking Dist  Interlocking
s . Cﬁgz;:ggﬁ{rﬁ%} | Distance Protection ‘ Distance Protection
. - L (D1T1ATCC) ' Differential Protection fUE03 Difn ' Differential Protection
o *| Power transformer leys 4
o | earth fault neutraliser
o s L (DITA1YEFN)
. . Power transformer
. | power shunt
o ¢| _DI1T1YPSH)
Seminar
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IEC 61850-6 — Primjer SCL (Uredaj)

» Podrzani servisi

<IED name="E1Q1SB1">
<Services>
<ClientServices goose="true" sv="true" />
<DynAssociation />
<GetDirectory />
<GetDataObjectDefinition />
<GetDataSetValue />
<DataSetDirectory />
<ConfDataSet max="4" maxAttributes="50" />
<ReadWrite />
<ConfReportControl max="12" />
<GetCBValues />
<ConfLogControl max="1" />
<ReportSettings coName="Conf" datSet="Conf" rptID="Dyn" optFields="Conf" bufTime="Dyn" intgPd="Dyn" />
<GSESettings cbName="Conf" datSet="Conf" appIlD="Conf" />
<GOOSE max="2" />
<SMVSettings cbName="Conf" datSet="Conf" optFields="Fix" smpRate="Conf" svID="Conf">
<SmpRate>80</SmpRate>
<SmpRate>240</SmpRate>
</SMVSettings>
<FileHandling />
<ConfLNs fixLnlnst="true" />

</Services>
% Seminar g
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IEC 61850-6 — Primjer SCL (Uredaj)

« Postavke servisa:

<AccessPoint name="51">
<Server>
<Authentication none="true" />
<LDevice inst="C1">
<LNO inst="" InClass="LLNO" InType="LNO">

<DataSet name="Positions">
<FCDA IdInst="C1" prefix="" InClass="CSWI" InInst="1" doName="Pos" fc="ST" />
<FCDA IdInst="C1" prefix="" InClass="CSWI" InInst="2" doName="Pos" fc="ST" />

</DataSet>

<DataSet name="Measurands">
<FCDA IdInst="C1" prefix="" InClass="MMXN" InInst="1" doName="Amp" fc="MX" />
<FCDA IdInst="C1" prefix="" InClass="MMXN" InInst="1" doName="Volt" fc="MX" />

</DataSet>

<DataSet name="smv">
<FCDA IdInst="C1" prefix="" InClass="TVTR" InInst="1" doName="Vol" daName="instMag" fc="MX" />

</DataSet>

<ReportControl name="PosReport" rptID="E1Q1Switches" datSet="Positions" confRev="1">
<TrgOps dchg="true" qchg="true" />
<OptFields />
<RptEnabled max="5">

<ClientLN iedName="A1KA1" IdInst="none" InInst="1" InClass="IHMI" />

</RptEnabled>

</ReportControl>
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IEC 61850-6 — Primjer SCL (Podaci)

* Tipovi
podataka:

<DataTypeTemplates>

<LNodeType id="LNQ" InClass="LLNO">
<DO name="Mod" type="myMod" />
<DO name="Beh" type="myBeh" />
<DO name="Health" type="myHealth" />
<DO name="NamPIt" type="myLNOLPL" />

</LNodeType>

<LNodeType id="LPHDa" InClass="LPHD">
<DO name="PhyNam" type="myDPL" />
<DO name="PhyHealth" type="myINS" />
<DO name="Proxy" type="mySPS" />

</LNodeType>

<LNodeType id="CSWIa" InClass="CSWI">
<DO name="Mod" type="myMod" />
<DO name="Beh" type="myBeh" />
<DO name="Health" type="myHealth" />
<DO name="NamPIt" type="myLPL" />
<DO name="Pos" type="myPos" />

</LNodeType>

<LNodeType id="MMXNa" InClass="MMXN">
<DO name="Mod" type="myMod" />
<DO name="Beh" type="myHealth" />
<DO name="Health" type="myBeh" />

Enumeratori:

<EnumType id="SIUnit">

<EnumVal ord="1"/>

<EnumVal ord="2">m</EnumVal>
<EnumVal ord="3">kg</EnumVal>
<EnumVal ord="4">s</EnumVal>
<EnumVal ord="5">A</EnumVal>
<EnumVal ord="6">K</EnumVal>
<EnumVal ord="7">mol</EnumVal>
<EnumVal ord="8">cd</EnumVal>
<EnumVal ord="9">deg</EnumVal>
<EnumVal ord="10">rad</EnumVal>
<EnumVal ord="11">sr</EnumVal>
<EnumVal ord="21">Gy</EnumVal>
<EnumVal ord="22">q</EnumVal>
<EnumVal ord="23">°C</EnumVal>
<EnumVal ord="24">Sv</EnumVal>
<EnumVal ord="25">F</EnumVal>
<EnumVal ord="26">C</EnumVal>
<EnumVal ord="27">S</EnumVal>
<EnumVal ord="28">H</EnumVal>
<EnumVal ord="29">V</EnumVal>
<EnumVal ord="30">ohm</EnumVal>
<EnumVal ord="31">J</EnumVal>
<EnumVal ord="32">N</EnumVal>
<EnumVal ord="33">Hz</EnumVal>
<EnumVal ord="34">Ix</EnumVal>
<EnumVal ord="35">Lm</EnumVal>
<EnumVal ord="36">Wb</EnumVal>

7(; IRE D; PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME
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9 individual

stVal changed produces
internal event

data set members
AL

MyLD/LLNO.TestRpt1

- MyLD/XCBR1.Pos.stVal

- MyLD/XCBR1.Pos.q

- MyLD/XCBR1.Pos.t

- MyLD/XCBR1.Pos.origin

- MyLD/XCBR1.Pos.ctiNum
- MyLD/XCBR1.Pos.stSeld
- MyLD/XCBR1.BIkOpn.stVal
- MyLD/XCBR1.BIkOpn.q

- MyLD/XCBR1.BIkOpn.t

N

IEC 61850 — Dataset

Report
datSetRef=MyLD/LLNO.TestRpt
MyLD/XCBR1.Pos.stVal + value

b Y

o)

HRVATSKI OGRANAK

Data set member shall

be reported

—~

data set members

2 individual

Seminar

stVal changed

MyLD/LLNO.TesfRpt2
- MyLD/XCBR1.Pos

_MyLD/XCBR1.BkOpn

Report
datSetRef=MyLD/LLNO.TestRpt2
MyLD/XCBR1.Pos.stVal + value
MyLD/XCBR1.Pos.q + value
MyLD/XCBR1.Pos.t + value
MyLD/XCBR1.Pos.origin + value
MyLD/XCBR1.Pos.ctiNum + value
MyLD/XCBR1.Pos.stSeld + value

PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME
Zagreb, 14. ozujak 2013.
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member

shall be
reported
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IEC 61850 — Dataset

Visible to clients of other associations

/ \\
/ \
Persistent data set l\
Create DS ,MyLD/FizzliP* (deletable, if not Data set '
(persistent) referenced by any (non-deletable) !
. control block) I
. 1
!
~ ~ 1
S 1
Two way application Dvnamic ~-- . \
association (TWAA) Server y . Sl Data set l‘l
/ creation s (non-deletable) l
1
N '
Non-persistent data set \ '
Create DS ,@FizzIiP* (deletable, if not \ !
(non-persistent) referenced by any ' Conﬁg ured X
control block; deleted when \ K
TPAA goes down) \ )

Shall only be used by URCB, USVCB.

% Seminar
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Postavke i testiranje horizontalne komunikacije

« GOOSE poruke - osnovne primjene:
— Blokade (eng. interlocking)
— Slanje sklopnih naredbi (eng. trips)
— Zastita zatajenja prekidaca
— Mijerenja (u svrhu vizualizacije)

— Medustanina komunikacija (prijenos kriterija distantne zaStite)

% Seminar
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Postavke i testiranje horizontalne komunikacije

* Velik broj proizvodaca opreme

« RazliCiti konfiguracijski alati
 Interpretacije standarda

* VlasniCka proSirenja konfiguracije

* Primjer za 3 velika proizvodacCa IEC 61850 uredaja

— Siemens
% Seminar g
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Postavke i testiranje horizontalne komunikacije

« Siemens

— DIGSI Manager -> Konfiguracija uredaja

> = = —— — E ] = ~—
j DIGSI - [Settings - Masking I/O (Configuration Matrix) - SUSAK / =E1_TR1 / E1_6MD/6MD663 |
# File Edit Insert Device View Options Window Help -|la] =
HS 4 2. %1 L 2 |[indications and commands only || [No filter
Information Destination
Number Display text Lang text Twpe & FIS|C BO £l Buffer | S| X|C
tlelalals]a[7]a]a10[11]12[13]14[15]16[17]18] 1a] 20] 21[ 22| 23] 24] 25 26 [ 27| 28] 24| 30| 31] 32[ 23] 34] 35| oW
Device, General B = EE e
F.System Data 1
EMN100-kodul 1 = | ielie
Crtrl Autharity = = =
Cert e s e [ | Ee e e e QJ DIGST Manager - [SUSAK -- CA\Siemens\ Digsid\D4proj\Susak] =
Process Data Ep rile Edit Insert Device View Options Window Help BE
heasurement D& 3 & |[ < No Fitter > ~ T BEM W 1T 1
Thresh-Switch 5 8) SUSAK Object name Type Communication sefing Size | Author | Lastmodified Comment 11
MUTP_1 B 20k QESEMD T SIPROTECdevice VD address 10011 — KET  03/04/2013 102936 . DV/KBTIOKVMe [ [ |
= -2 =E00_x0 1
MU3P_1 3 =E0_TURNIC I
Eneroy Qa-=E1_TR1
&3 -E2_PEHUN N
5| Properties - SIPROTEC device ﬂ @ -EIHZA I
e 0 =E4_5P [ =]
General | MLFB | Communication modules | DIGSI Manager | IEC61850 settings { Commun J-E5 HZ B X
T 1 ~E6_MELINA x|
General =& =E7_TR2 F ]
1 IECE1850 SUSAK 1=
VD address: 10011 Mirror VD 10012 "
HES
Channel switch [No channel switch] ~] Port number [ =]
BEY
System interface [Etheme] L]
1P address: 0 136 24 6 Manual change ‘
Important:
sAnEmask Enable of the manual configuration can
— — only be undone by impon of an SCD file. I b
Standard gateway. 0 196 24
UDP port 50 000

IED name: E6_6MD

Press F1 to get Help.

oK Cancel Help
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Postavke i testiranje horizontalne komunikacije

« Siemens

— DIGSI

Manager -> Konfiguracija uredaja

— |[EC 61850 System Configurator -> Konfiguracija IEC 61850 postavki

B I£C61850 System Configurator -SUSAR - . s\ D4y 8505t G o ] e
Swon ot pen w0
388 o [ 00| ] et s
ol ¥ |l
(GOOSE messages. | (FPProperties s
~coc Descrption Subnsti  Destnation Descrption e Hicattation
- 2l * Hame E1_GOOSE
¥ Desaiption
~ WE GMDICTRLALNG et 107007 -
b P B
D orc oo [ 1EC61850 System Configurator -SUSAK - [CASiemens\Digsi\D4pro] P7DIECRT350\S ation 00000001 ECE )
DT o ¢ o | Staton Edt Insert View Help
oRC G : - ;
g | Network 4¢3 Goose | AT Reportsand logs |
B o cond
o alli o |0 | X IR |02l
o ot | 4 | Applications 1 | [Dataset content IEC61850 System Configurator -SUSAK - [C:\Siemens\Digsi4\D4proj\Susak\P7 DIMEC618504Station\0000000 1\EC61850-Station.scd] == M
3151 Geocms G o L
2161 GOICTRLOS2CNTLFostatis o Name .
» W ooost [+ alsusax Station Edit Insert Vew Help
» 414 Goose [ H[eoeMD [E Source catalogu| ] » T
g |~ Hleiemp ] 0| Network | o7 GOOSE 41| Reports and logs
. 5? Soost Ble2 sMp Name : P I
» 2517 Goose e e |
21720 coose RiE3 sMp » # CLOGGIOL - dx -
e EJQ'SMD » %] C5C5GGI01 | [Subnets [5'Properties 2|
- ﬁ 2:’:33 » 4§ LPHD1 Name 2 Name in manager 1P address 5 Identilication |
o " » # QOCILOL ~ A|SUSAK
& Source catalogue BIE7_6MD e
RS » il oo 25| New devices
. - e ption Bl128 75 * ;‘g Q?XG?OR‘: ~ T Subnet1
o B o | Bl3s7s :ﬁgu—swu E0_6MD ] E0_6MD 10.196.24.101
sRESD s | By U peh 4 E1_6MD E1_6MD 10.196.24.11
» WELEMO E4_6HD | Blsntp_1 A Health o] E2_6MD E2_6MD 10.196.24.21
O S, H 5;"’6—;0 Soc | E3_6MD E3_6MD 10.196.24.31
s H a0 ) Eiu‘sm; A mod .| E4_6MD E4_6MD 10.196.24.41
o e e = pos 4| E5_6MD ES_6MD 10.196.24.51
g 5878 » 4 QIXSWIL L4 E6_6MD E6_6MD 10.196.24.61 10.196.24.101
» B o i 1 » i eecnon 4] E7_6MD E7_6MD 10.196.24.71 Subnet mask 255.255.255.0
S = g 4] J17_750 775 Siibedos Standard Gatewa 10.196.24.1
» 14 Q2xsWI1 Y .196.24..
» Fos1cnon 128_753 128_75) 10.196.24.77
- | » # QS1CSWIL 138_751 138_751 10.196.24.17
| + 38 OB 1XEWIL 7751 17_75 10.196.24.16
| » 4§ Qs201L01 34l Sntp_1 Sntp_1 10.196.24.120
| » 3 Qs205WI1 &4 Sntp_2 Sntp_2 10.196.24.110 i
» Y QE2XSWI1 84 X0_6MD1 X0_6MD_1 10.196.24.115 & Parameter for SIPROTEC
» 3 QsCILO1 &4 X0_6MD2 X0_6MD_2 10.196.24.116 Use as a timer No
» i Qacswil Message buffering Dynamic and static reporting
Name
Name of device (access point)
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Postavke i testiranje horizontalne komunikacije

— PCM 600 -> Konfiguracija uredaja

e Local Server\melina novo - PCM600 A
File FEdit View Tools Format Inset IED Debug Window Help
DEHER e ([EEFEH0 erbEme 0 - SR ¢EDHEMDEOE ed -5 0
 Project Explorer >3 x ~ E12 REC-A C i < 40 x| Object Prop e
Plant Structure | Communication 2 : e
: S :
e g COMMUNICATION BETWEEN IEDs USING GOOSE (IEC61850-8-1 COM. PROTOCOL)
b W Locked False
Name BAY_INTL
= i :: Paper Kind A3
CIEVE DATA FROM BAY 2

& 110kv
. F E12_Vinodoll

PGGIO  @f .

SEETAETT

FALSET>— o

QB3_CON | MEAS| V= 4 b
E12_REC | Appication Configuration
3 x

P

OVERVIEW ;. BAY_INTL | BAY_RE | BAY_CON | QAL_CON _QBI_CON - QB2_CON . QB9_CON _QC9_CON

1of8 7472229

Output
Page No D

3 Wi«

6 ozjak 2013 140032 ABB

pp!

i Logging | Applcation Configuration
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Postavke i testiranje horizontalne komunikacije

- ABB
— PCM 600 -> Konfiguracija uredaja
— |ET 600 -> Konfiguracija IEC 61850 postavki

ey © Edigalools L
Home i [EDs Ci Grid
- ) T o R T 1
giorTools R, - B
Subsistion  EDs  Communicstion  Gid Bl Resetifidosinastiiod 1““_1 :‘:‘lﬂ ﬁ 1?
i N Show All Windows
o o= Import Export Export || Request
Export  Export ( (v2)
— - - S
) € Editor Teols whndow sl tcange Window ScL License
3 | Home | Substation [EDs  Communication Grid Ll Substation 2 x
[ 1T [ T P T . = {8 Vibovsko NC
& Reset Window Position I . T & D~ LD LN Dstaset’ Relsted Control Biocks Statl |
e & u‘.j Lﬂ s i = 6 E1REC @ IED / LD- LN Path Value Short Address Description -
row All Windows : ™
mport Export Export || Request et B & [ @ & ™) )
v V2 e ol , 5
Window scL License nd L
o CMMXUL  Mod.Oper
s 3%
L CMMXUL  Mod.Oper.cival on 007-1-1304,49.21
= @ vrbovsko 7 - - =
=@ eLReL & D LD LN Dataset Related Control Blog - CMMXUL Mod.Oper.origin
=7 28 & e & Il e CMMXUL  Mod.Oper.originorCat not-supported 007-11304,49,23
=% g‘D“ . e bech 200 e CMMXUL  Mod.Oper.originorident 007-1-1304,49,24
@ 100 NG Stthmi | rcbStaurmi @ Lero1 CMMXUL  Mod.Oper.ctiNum 0 007-1-1304,49,255
© Lprio1 LDO LUND | statlrg | rcbStatlrg g E:g’;‘[m CMMXUL  Mod.OperT 0001-01-01 00:00:00.000  007-1-1304,49,200
@ ERCPTOCL 8 CMMXUL  Mod.Oper.Test False 007-1-1304,49,1
@ coRsrL ® cvmMmxUL
@ oPaGIo1L CMMXUL  Mod.Oper.Check 0 007-F1304,49,16
@ DPGGIoL2 CMMXUL Mod.stval on 010-5-7318,152,29  Mode status parameter for 618
0 o e @ ETPMMTRL E4REC LDO CMMXUL  Modg Good 010-5-7318,15: Mode status parameter for 618
@ ecoscr @ qceart E4REC LD0 CMMXUL  Modt 0001-01-01 00:00:00.000  010-5-7318,152,200 Mode status parameter for 618
ECRWI ST ® qcrsvi E4REC LD0 CMMXUL  Mod.ctModel direct-with-normal-security  -1-1-1
@ ECRWPSCHL ED:  Commurication @ scuor
® eFei0C % » EAREC LD0 CMMXUL  Beh
@ ETOMMTRL " @ scuoz 5
E Fapd} ® saos E4REC LD0 CMMXUL  Behstval on 007--130315228  Behaviour parameter for 61850
e @ sc104 v E4REC LDO CMMXUl Behq Good 007-1-1303,152,100  Behaviour parameter for 61850 +
ED: W w oomgs e ] s dies spd || Subs IEDs  Communication « " »
S i Datssets RCBData RCEClients GCBData GCBClients Input
2013-03-06 13:47:38,659 WARN (MODL-0051) The new value ‘C} i i = - = - = i
- 3-03-06 12:47:38.675 WARN (MODL-0051) The new value 'Sl . ox
= = a 2013-03-06 1347:38,502 INFO. Fished SCL Import fo project —
Substation Communication B Identification 1071 INFO Finished update of inputs (external references) for IED 'E4_REC =
Properties 7 % Server Name Logieal Device Nam E4_REC 2013-03-06 13:54:11.867 INFO Started update of inputs (external references) for IED 'ES_REC"
B2 b . i Eorkt S Hea nstance LDO 2013-03-06 13:54:11,867 INFO Finished update of inputs (external references) for IED 'ES_REC
T Description 2013-03-06 13:54:12,741 INFO Started update of inputs (external references) for IED 'E6_REC.
ks Catasets | RCBData RCBChents GCBDsta GCB CliertS TPt TN OAw fiiz] i 2013-03-06 13:54:12.741 INFO Finished update of inputs (external references) for IED 'E6_REC".
e oot 7 = Access Control 2013-03-06 13:54:13.583 INFO Started update of inputs (external references) for IED 'E7_REC.
Logical Node CL 2013-03-06 13:47:38.659 WARN (MODL-0051) The new value 'Checkl’ of SCL attribute ‘name’ does not start with a lower case letter of the latin aiphabetl UL 0GR L LSS EHGES e U nce U (SR B el O U e HE
o 2013-03-06 13:47:38,675 WARN (MODL-0051) The new value ‘SIunit1 of SCL attribute ‘name’ does not start with a lower case letter of the latin aiphabetl R 2
sactiofion 2013-03-06 13:47:39.502 INFO Finished SCL I for ct 'Vrbovsko. Lh 4 1l 3
El Logical Node T ABBIEDE70_LLND s RO D PR LT E The full qualified neme, unambiguously
- identifying the Logical Devica within the syste.__ || Output | Error List
Logical Node Name 7 = ; 4
The Name of the Logical Node.
Error Ut —
ABS

Seminar
PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME
Zagreb, 14. ozujak 2013.

CIRED

HRVATSKI OGRANAK

\




Postavke i testiranje horizontalne komunikacije

——— = = = = = = = == = = e — =

« GE
— EnerVista-> Konfiguracija uredaja i IEC 61850 postavki

mmgile Qniine Offine View Action Sgcurity Window Help
BB HE LTV D ADETRD DEKA
| Brine Wandow

VIEW ALL

Enabled
€13.0102 0F
0000 00 00 00

3

|mmsite nline Offine View Action Security Window Help
FBg 2EEEED apE ™%k

elaxed
T indg8 stval
one

: oo
IECE1850 GGIO4 Analog 5 max. 000

IECE1850 GGIOH,

100,000 % _
0,000

max 7030000 000

IECE1850 GGIOA Analog 7 Value Of
IECE1550 GGIO! Analog 7 db 100,000 %
IECE1850 GGIOA Analog 7 men 0.000

TECH850 GGIO4 Analog 7 max. 000000000

5 i
- Senal Porls.
Nemwar
s o000 5
DNP| /]
DNP - [EC104 Points Lists Off
- o FCSTH0 ool Aoy 2 TR
i 00l
fa00000 659
off
60400 %
[Ecossooomamevae | o1 |
160.000%
o 00
[Ecessooioimamsvae | o1 |
| ECE1850 GUIO Analeg S max |
51550 GO Ansog .
TS oo Amig i

Nane
roduct Setup: Communications: IEC 61850: GSSE / GOOSE Configuration: Transmission [Screen 10: 32

-|| = TxCorg [

IECE1850 GGIO4 Anaiog 6 Value

[ o |
IECET850 GG/ Analog 6 db 00000 %
og 0000
IECE1850 GGIO4 Analog B max ~1000000.000
IECE1850 GGIOS Analog § Value off

ECA1850 GGIO4 Analon § db 00000 %
C10_CB0wrs Proguct Setup: Communications: IEC 61850

Inputs/Quiputs:
- FromPanel Label Designar
Protesion Surmmary

For Help, prass F1

e e e s

e e e e e

Seminar
CIRED PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME
HRVATSKI OGRANAK Zagreb, 14. oiujak 201 3

\



Analiza IEC 61850 komunikacije

* Analizatori mreznog prometa

Wireshark (Open source

UniCA Analyzer (KEMA)

741 30 15.056897 192.168.31.214 192.168.31.234 MMS Conf Request: Read (InvokelD: 3855)

=101|

Frame 30: 129 bytes on wire (1032 bits), 129 bytes captured (1032 bits)
Ethernet II, src: vmware_4c:a8:el (00:0c:28:4c:a8:el), Dst: Ge_04:73:T5 (00:a0:f4:04:73:F5)
Internet Protocol, Src: 182.168.31.214 (192.168.31.214), Dst: 192.168.31.234 (192.168.31.234)
Transmission Control Protocol, Src Port: cwc (14950, Dst Port: iso-tsap (102D, Seq: 242, ack:
[Reassembled TCP Segments (79 bytes): #2940, #30(75)]
TPKT, Wersion: 3, Length: 79
IS0 BO73 COTP Connection-oriented Transport Protocol
I50 B327-1 0SI Session Protocal
Iso 8327-1 0sI session Protocol

SPOU Type: DATA TRANSFER (DT) SPDU (1)

Length: o

{voewwvwvww

= user-data: fully-encoded-data (1)

- fully-encoded-data: 1 item
b opOv-Tist
— I50/IEC 9506 MMS
conf Reguest (0]
Read (40
InvokeID:
= Read
hd List of variahle
- variablespecification
- object nName
a gEnain specific

InvokeID: 3855

262,

Len:

File Edt Wew Capture Analyze Statistics _Telephony s Help
BuMAN CEX2S AeseT2 A aqaan @Em% 8 e: ES_DBOLDINST
Fiter: ;]sxm-samn. Closr Apply
— GGIO4
wo. | Time | souree | Destiniation [ pretocal [info j
T 5.000000 157,188 3L 5iF 07 188, . 757 o Trcr segmert oF 3 reassenbTed pouT Ateaccess
20.000003  192.168,31, 214 192.168.31.234 s Conf Reguest (Dacoder Courtesy of Herbert Falk of SISCO): Read (IrwokeID: 36493 lectalternate
3 0.000768 192.168.31,21% 192.168.26. 251 TR [TcR segment of a resssembled PoU]
4 0.000865  192.168,31,214 192.168.28.251 s onf Request: Identify (lrwokelu 38500
5 0.006566 192.168.28.251 192.168.31.214 TR 1s0-tsap > Tiberty-1m [ack] Seqel ack=29 win=17496 Len=0
60.008073 192.168.28.251 192.168.31. 214 s conf Response: rdentify (Inwokern: 3850)
7 0.028560 192.168.31.234 192.168.31. 214 s conf Responise: Read (InwokeID: 3849)
BOI96MD 192.168.7L204  192.168.26.231  Tch  1ibarty-im > iso-tesp [ACK) 5eq-20 Ack=67 Win-Gi778 Lene T
5 0.196342 192.168,31.226  192.168.31.234  Tch __cuc > Tso-tiap [ACK] 564-80 AcK-8B Wine63170 Lan-d
11 5.034710  192.18.31, 192.168.31.231  TcP  [TCP Segnem: of 4 reassenbled POU] 00 01 00
12 5.03561E  192.168.31,214 192.168.31. 234 Lt Conf Request: Read (Invokelb: 3851}
13 5.036604  192.168.31.214 192.168.26. 251 = [TcP segment of 2 reassembled Pou]
14 5.036749 192.168.31.214 192.168.26. 251 s conf Request: Identify (Irvokerp: 3852)
155100898 10216826251  192.168.3L21a  TeR  lsn-tsap > Mberty-Te [ack] Seqed? Acke37 win<i7496 Lenc
165061907 192168.26.25 19216831214 s conf Response: Tdentlfy Cinvokero: 3852)
17 5044565 192.168.31.234 192.168.31. 214 s <onf response: Read (IrwokeIn: 38510
18 5.222438  192.168.31,214 192.168.26. 251 TR Tiberty-Im > iso-tsap [Ack] Seqe57 Ack=133 win=63712 Len=0
19 5.222%41 192.168.3L.214 192.166.31. 23 TR ove > 150-tsap [ACK] Seg=159 Ack=175 Win=63263 Len=0
20 10.046957 192.168.3L.214 192.168.31. 234 TR [rcp segment of a resssembled poul
21 10.047082 192.168.31,214 192.168.31.234 L] conf mequest: Read (Inwokelp: 3853)
. 192.168.31.224 192.168.28. 251 TR [TcP segnent of a resssembled pou)
2330.0600B8 19216830214 LUZ168.28.251 WS Conf Request: Identify Cinvokaro: 3954
2630,052602 1902.168.26,257  I9216B.FLZ4  Tch  Tso-tasp > 1ibarty-Im [AK] Seq-133 AckeBS Win-17496 Len-o
2510,033803 100.168.28,25  I02.168.31.214 WS Cont Responae: Tdentify CInvokero: 3836)
26 10.057775 192.168.31,234 192.168.31. 214 s <Conf Response: Read (IrwokelD: 3853)
271049398 192188512014 19218831234 TCR v » Jso-tiap [ck] Seae23B Acke262 WinesSlos Lensa
0 s Imissamas TR bertyoln s fso-tsap [ack] Seqeas ackdsh winessads Lened
25 15.056773 192.168.31.214 192.168.31. 234 o P seonere of & resssenbled i led TCP (79 bytes)l
T Lo 180 20 1A Tee e seonent of  resssemeted ou
192.268. 3. 19216826251 WMS oot Aequest: Tdantify CInvokerD: 3856)
192, 1001683714 Tch  1soctsap » Tberty-Tn [ACK] Seqel99 Ackel13 Wine7A%6 Lensd
152.168.28, 192,168.31. 214 s Conf Response: Identify (IrwokeID: 3856)
35 15 085017 192 .31, 192.168.31. 214 L) Conf Response: Read (IrwokeID: 3855)
36 15.174907 192.168.31. 192.168.31.234 Tee cve > 1so-tsap [ACK] Seqe317 acke343 wine63100 Lensd
37 15.175004 192, 192.168.26. 251 TR Tiberty-1m > fso-tsap [ack] Seqeli3 acke255 wine63580 Lena0
38 16.077567 192, 19206030304 T [t s of s ressemled
3 16.078157 192, 1921168374 s Conf Aeuest: Read Cinvokero: 3857)
4018.084373 192.168.31, 192.168.31. 214 s Conf Response: eid (InwokelD: 38571
41 16.261187 192.168.31. 192.168.31. 234 TP v > iso-tsap [ACK] Seq=396 Ack=454 win=63004 Len-0

TRRT,

thernes 1, ot
Svernet Frotace], Sres 16,468 51 214 (192168 31,2140, biTi 192,168, 51,254 {192,168 31, 756)
Transmission contro) rotacal, Src FOFT: cuc (1495), DS PorT: fso-tsap (102), seq: 242, Ack: 262, Len: 75
[Reassenbled TCP Segrents (79 bytes): #29(4), 30(73))

version: 3, Length: 7

150 8073 COTR Comnection-Orfented Transpart Protocol
150 8327-1 05T Session Pratocal

150 8327-1 051 Sessfon Protocol

150 5823 OSI Presentation Protocol

150/1EC B306 Mes

O [Frama

& Tiame), 128 bytes

{Fackets 1657 Displayed: 1852 Marked: 0 Load frre 600,168

FroAle: Deradt
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Postavke i testiranje vertiklane komunikacije

« SCADA sustavi o

] ¢

Pause Caphure Restart Capture | SearchfFiter [ fetrarsmissons | SaveasText  Save as PCAR

W] client/server + GoosE | [ ¢ clentserver | [ E reports | IEM coose | [T mms S0 edhernet

L Time: [ source - [ Destination Description [
— I ( :ro 16:22:23 809044 00:09:8eifci30:29 00:1f iZ9b2:3cibL [@-= Ethertype: 1P -
16:22:33.811944 00:09:iFeidei2s 00:1F 23ib2:3eibL |

Ethertype:
Ethertype: IP
Ethertype: IP

16:22:43,814093
16:22:53. 816009

16:22:19,204061 00:11:11: 1kl Ethertype: 1P
" EtherType 0x800 (IP)
— SICAM PAS (Siemens
WLAN TD e tag
WLAN Prio Mo WLAN tag
= 16:22:19.204177 00:11:11:1d:F5:0e FFFF:FFLFFLFF:FF Ethertype: IP
EtherType 0xB00 (1P}
Size 78 bytes

— Zenon (COPA-DATA e e

EDSCHN 16:22:19,954090 00:11:11:1deF5:0e FFFFLFFFFAFFF [B=c= Ethertype: 1P
16:22:20. 704175 Ethertype: [P
v
— PROZA NET (Koncar AR
16:22:22,953885 Ethertype: [P
LD E0Z_6MDCTRL
16:23:00,499563 Ethertype: [P
J'4 . .
Y o (@ coose 16:22:31 475506 00:15:17:57:16:6b L4
E02_EMOCTRLLLND 60, Contol Dtose ] 1477 754 R . Ehortor: 1@ _|—I
! 8 g . A
E RP Buffered Reports
EQZ_EMDEXT/LLND.ER brebinl
EN2Z_EMOMEAS{LLND,BR. brebBa1
E02_EMDCTRL{LLND. Dataget

331 Ethernet packets captured

— IED Scout (Omicron

Bl Actions  Options  Help 16:22:19,954197 ff [B-cm Ethertype: 17
(R opensoL ~ E Save SCL q Discover = 16:22:20, 704086 Ethertype: TP
16:22:21,455182 Ethertype: I
16:22:22 204042 Ethertype: IF
Address 192.168.31.110
Bl T pata 16:22:23.710333 Ethertype: I
16:23:00.499345 Ethertype: IF
LD EDZ_EMDERT
LD EDZ_6MDMEAS 16:22:40,413417 00:15:17:13:bcied FFFFFFoFFOFFLFF Ethertype: IP
Ethertype: IF
E02_BMDCTRLILLNG. GO, Cantrol_DataSt (cpy i cocters ‘
RP Unbuffered Reports
[ E02_6MDCTRLILLND.BR brebanl
E02_6MDCTRLILLIO.BR brehB01
[ E0z_6MDEXT/LLND.ER. brebBO1
[ E02_6MOMEASILLMD BR. breban1
1 DS Datasets
— I I I 6 0 O AB B (5 E02_6MDCTRL/LLMO.Datasetl
[ E02_6MDCTRLILLND. DataSet?
[ E02_6MDCTRLLLND.Datasets
& f
B f

EDZ_6MDCTRLILLNG.Datasets

— ACSI Tools (Koncar)

|Update [Report | Poll  [test: Completed 4
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IEC 61850 — Reporting (nacela)

Reporting
Get, Set Report control attribute values ~
Report h iati I
as association to
control fp====----------- ---4 Data
— set
controls : S~ \con\tri)ls N
1 Ss
Report | Event 2o |\ Rea
Reports <+  handler | E monitor : 7 data
________________ |
notification(s) \
__________________________________________________________|] :l
——) -
Logging notification(s) m E
: ------- .:F—I- -t === '; | |
» Log o v Event 1 Data
Log ! handler ' monitor ' set
try o ______! L
r s
Query log (from m clients) _ m rol : e ]
A e = Controls —
=~ ~J has
associationTo] Log [oo-z- Soocoooooc akale ]
has association to
Get, Set Log control attribute values R control I
% Seminar g
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IEC 61850 — Reporting

* Nacela dostave
« Slijed akcija

« Uvjeti okidanja

« Dataset postavke
DA rezolucija

* DO rezolucija

SetRCBValue
<

Attribute ,optFIds”:

sequence-number = TRUE

Logical Node

Report control block

Report

\\\xREPORT-

CONTROL- Block

<...SqNum =0

Report

send reports with

<... SqNum =1

Report
<... SqNum =2
value ...>

sequence

numbers

sequence

Procedure controlling the

(initializing, incrementing,
rolling over, ..)

=L

T~

numbering

Monitor value

Report Control Block 1

TrgOps = dchg

Report on
dchg trigger

Report on
dchg, dupd, or

pu

for data value
change: [dchg]

Report Control Block 2

DataAttr.1
DataAttr.2
DataAttr.3

[TrgOp]
X

[dchg]
[dupd] }
[achg] W

qchg triggers, or
integrity period
expiration

TrgOps ={ dchg

and dupd (+
and gqchg
and integrity

L

Monitor value for data
value change, update, and
quality change: [dchg],
[dupd], and [qchg]

period expiration

Report on integrity

o)
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IEC 61850 — Reporting (nacela)

Client Server
BUFFERED-REPORT-CONTROL-BLOCK
. } e BRCName
RptE en @

* Nacela stvaranja Dase | Foicra
BufTm OptFlds

TrgOps |_—sequence-number 3_” - Zf‘abll)?

IS - disable

report-time-stamp
reason-for-inclusion
data-set-name
data-reference

DatSet

Gl

BufTm

TrgOps
data-change
quality-change

IEC 61850 reporta R

SetBRCValue

* Prilagodavanje

data-update

DataSet to be

pOStaVkl integrity monitored and reported
general-interrogation DS~,SUN
IntgPd data object ,A*
| data object ,B“}

- data-change

- quality-change

- data-update

- integrity

- general interrogation

Report
a N AW ~ I "4
,MyReport* Sequence4 12:00:03 data-change ,B"<399.15> ~SUM*
,MyReport* Sequenceb 12:00:13 data-change ,B“ <400.09> SSUM*

Seminar
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IEC 61850 — Reporting (BRCB vs. URCB)

55 $ A 5 3 A
. 56 & 5 & & &
(X)RCB YY VY2 VvV vy ¢© -
. buffm bufm AN time ~
« Meduspemnik (buffer) e
 Rad sa spremnikom Previously
formatted Not formatted
. and transmitted  or transmitted EntrviD
« BufTime o By
"4
o Entrle 36| 23(|90| 13|l 2| 1| 12|31 14
* Mjerenja vs. Signali
Oldest Entry Newest Entry

Based upon last set

Next Entry for  of notifications received
formatting and

transmission

% Seminar
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IEC 61850 — Reporting (analogne vrijednosti)

quality = questionable (out-of-range)

instMag —
——————— max
high-high
Thoh hhLim
9 hlim range and
Deadbanded value normal range limits
ILim
low
lILim
low-low
l7 min |
quality = questionable (out-of-range) rangeC
% Seminar g
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ACSI Tools - IEC 61850 pomo¢ni alati

e Device Structure Manager =101 x|
Ied name: |ied
] ] ] ] Address: |192.168.31.110
— Prikupljanje strukture uredaja Read data depth: [0
[¥ Binary serialization
— Uskladeni format datoteke Read Device Stucture '
Open device structure file I
ied:E02_6MDCTRL/SCSGGI01$5TESPCS025 A
Ted name: |ied ied:E0Z_6MDCTRL/5CSGGIO1$5TESPCS027
Address: |192.168.31.110 ied:E0Z_&MDCTRL/SCSGGIO1ESTSSPCS02E
Read data depth: [ 10 ied:E02_8MDCTRL/SCSGGI0LE5TSSPCS029
I Binary seriaizaton
Read Device Structure ied:E0Z_6MDCTRL/SCSGGIO1$5TESPCSO31
Open device structure file ied:E02_SMDCTRL/SCSGGIO1E5TESPCSO32
E— ied:E02_6MDCTRL/SCSGGIO1$5TESPCS034
= (Elements) ied:E02_8MDCTRL/SCSGGI01E5TESPCS036
E02_SMDCTRL ied:E0Z_6MDCTRL/SCSGGIO1$5TESPCSO37
B E02_6MDEXT ied:E0Z_6MDCTRL/SCSGGEI01$5TESPCSO38
ﬁ:ﬁn ied:E0Z_6MDCTRL/SCSGGIO1$5TESPCS039
S ied:E02_SMDCTRL/SCSGGIO1E5TESPCS040
5T ied:E02_sMDCTRL/SCSGGIO1$5TESPCS041
B CF .
moRTUSOTIONT
SPC5051 F
SPC5055
SPC5056
DC
R |
% Seminar g
CIRED PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME

HRVATSKI OGRANAK Zagreb, 14. OZUjak 2013.



ACSI Tools - IEC 61850 pomoc¢ni alati

« |EC 61850 Editor

— Uredivanje komunikacijski postavki

RS IEC 61850 Editor

Project Comvert

Device settings | Commands I Device items I RCB Settings I

TCPIpAddress: I

IEC61850DatastructureFilePath: [ c.\xoncar\PROZA NET \Project|IEC61850¢

IECE1850CennectTimeout: I 5000

IEC61850EnableReportsTimeout: I 15000

IECE1850GiTimeout: I 20000

1EC51850CommandselectTimeout: I 50000

1ECE1850InformationReportTimeout: I 6000

SiRIEC 61850 Editor -0 x|
Project Convert
Device settings Commands | Device items. RCB Settings
TCPIpAddress: I -
TCPPort: I 102

COTPSrcTsap: I 1

COTPDstTsap: I 1

COTPTpdusize: I SIZE_2048 j
COTPConnectTimeout: I 3000

COSPSrcTsap: I 1

COSPDstTsap: I 1

COSPConnectTimeout: I'F-HJIZI

COPPSrcTsap: I 1

COPPDstTsap: I 1

o)

HRVATSKI OGRANAK

IEC618500riginCategory: I RemoteContral j e | 1500
1EC618500riginidentifier: [pomote Control ACSEConnectTimeout: | 4500
. MMSRespenseTimeout:
1EC61850DefaultCommandType: I DoublePointCommand j S eck st ot | 5000
ecC| usiimeou :|3DDDD
IEC61850DatastructureFilePath: I'c.\oncar\PROZA NET\Project\IEC618507 Browse... |
| | M

........................... 2
Seminar
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ACSI Tools - IEC 61850 pomoc¢ni alati

« |EC 61850 Editor

— Prilagodba i analiza SCL datoteka

I
— Analiza <Private> tag-ova e

5CL to IEDXML

Device SCL to IEDBIN | Device items RCB Settings |
Sl [EDXML to IEDBIN porlCnnh‘oIBIuck:l
— Usporedba sa .XSD shemama Co2 Sl LEDBIN (0 IEDXL_ | naionstartup: [
- RcbOptionFields

SequenceMumber: [~
ReportTimeStamp: [~

— Stvaranje SCL datoteka sukladnih g

DataReference: [~
BufferOverflow: [~
EntryID: [+

sa standardnom shemom Confnn, [

RcbTriggerOptions
DataChange: [v

QualityChange: [~
DataUpdate: [

Integrity: [~
Generallnterrogation: [»
RcbPurgeBuffer: I Hayer j
BuFferTime:I 500

IntegritvPeriod:I )

Generallnterrogation: [v
IndexedRchInstance: [w

T —

Iv
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Narucivanje opreme

o Certifikati

Razine

Interpretacija

PICS/MICS/PIXIT

1  Basic Exchange (20/24) 9a GOOSE Publish (7/12)
2 Data Sets (3/6) 9b GOOSE Subscribe (9/10)
4+ Setting Group Definition (10/11) 12a Direct Control (6/11)
5  Unbuffered Reporting (14/18) 12d Enhanced SBO Control (11/19)
6  Buffered Reporting (16/20) 13 Time Synchronization (3/4)
14  File Transfer (4/7)

Seminar

IEC 61850 Certificate Level A'

Biga 112

International

Usersgroup Mo, 30820420-Consulting 08-1712

Issued to: Far the pmdum:

ABB Oy 615 series

Distribution Autornation Software version: 2.0.3
Muottitie 2 A Hardware revision: C
FI-65101 Vaasa

Finland

The product has not shown to be non-conforming to:
IEC 61850-6, 7-1, 7-2, 7-3, 7-4 and 8-1

Communication networks and systems in substations

The confarmance test has been performed according to IEC 81B50-10 with product’s protocal, madsl and technical issus
implementation conform anca slatements: “RE_615_IECE1350_FICS_TSB465_ENCT,
‘RE_§15_|ECH1B50_MICS_T56457_ENG", *RE_815_IECH1850_TICS_ T56466_ENG" and praduct’s axira information for
testing: “RE_615_IECE1850_PIXIT_756464_ENe".

The falkewirg IEC 81850 conformance blocks have bean lested with a positive resull inumber of relevant and exscuted last
cases ( total number of test cases a8 defined in the LICA Intemational Users Group Devica Test procedunas v2 2):

1 Basic Exchange (20/24) Sa GOOSE Publish (T112)
2 Dala Sets (36} o8 GOOSE Subscribe (3110)
4+ Satting Group Definiion (1011) 12a Direct Controd (6111)
5 Unbuffersd Reparting (14/18) 12d Enhanced SBO Conral {11/19)
& Bufferad Reporting (16/20) 13 Tima Synchronization (304}
14 File Transfer (417

This Certificate includes 8 summary of the lesl resulls ae carmied oul &l ABE Oy in Finland with UniCAsim 61850 version
31902 with tast suite 319,01 and UniCA 61850 analyzar 418,02, The test 5 based on the LCA International Uisers
Graup Device Test Procedures version 2 2. This document has been issued for information purposes only, and the original
paper copy of the KEMA raport: No, 30820420-Consulting 059-1711 will prevall,

The fest has been camed aut on one single specimen of the products as referred soove and submitied to KEMA by ABB
Dy, The manufacturer's production process has not been assessed, This Carfificate doas nat imply that KEMA has certified
of approved any product ofher than the specimen tested.

W Strabbi £ ST, Mulder
Managar bntalligant Nelwolks and Communication Sanior Test Enginaer

Ambern, July 27, 2008

1 Laval A - Independent Test lab wath certified IS0 H000 or 150 17025 Quality System

Copmight © KEWA lederand B.V. Amiom, Fieorse noo et n" e ks provided ke

i G, ind) g it kn

hange
Inmunmmlmmmdmmmmmwnﬁuw rcn, h A9 IS arsch FH8 o HEMA Wil preal

KEMA Nedariand B
Utrechiseweg 310, 6812 AR Arnhem  P.O.Box BO35, 6B00 ET Amhem The Nethertands
T+31 26356 6142 F+31 26 351 54 55 salesd@kema.com  www kema.com

CIRED PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME

HRVATSKI OGRANAK Zagreb, 14. OZUjak 2013.

\



Narucivanje opreme

Page 22
International
Usearsgroup
Applicable Test Procedures from the UCA International Users Group Device Test Procedures
version 2.2
Conformance Block Mandatory Conditional
depicted in Annex A. 1: Basic Exchange Ass1, Ass2, Ass3, AssN2, AssN3, AssNd, Srud, ST, SrE, Srvllle, SN2,
AssN5 Srul2
Srvt, Sn2, Snvd, Sred, Srus, Sl abed,
Test purpose, e.g. test if T
Test reference: association is set up | DataSets | Dsetl, Dsetila, Ds=thiae
<ACSI-model><[N][p/s]><number> correctly 4+: Setting Group Definition | Sg1. Sg2, Sg3a. Sg3b, Sg4
Test referencd ©-9- Rp3 References to the T PASS Sghta, Sgh1b, SgN2, Sgh3. Sgh
IEC 61850 documents || O Faile 5: Unbufiered Reporting Rpl. RpZ, Rp2, Rp4, Re7. Rpll Rp5, Rip8, RpNS, RpNG
\ / Clause and Subclause O [nconclusive RpN1. RpN2, RpN3. Rphé
Ref/Part Clause and gubclause of IECGT850 4 & Buffered Reporting Brd, Br2, B3, Brd, Br7, Brd, Brd, Bri2 BrS. BriD, BN
Brii1, Briv2, Briva, Brivd, Brivs
E)(;ected result /. 7 2a: GOOSE publish Gop2, Gop3, Gopd, GopT Gop1, Gopé, Goph1
/Definition of  the expected 2b: GOOSE subscribe Gosta, Gos2, Gos3, GosN1, GosN2,
behavior of the DUT after a step SEEEER G Rt
— 12a: Direct control CIiN2, CtiNG, DOns1, DOns3 CHi2, CtiN11
Test description
. Step by step description of how 12d: Enhanced SBOcontral | CH3, CItN1, CHNZ. CHN3, CItN4, CtiNG ci2, CiN11
to perform the test SEEEIESRE R
13: Tme sync. Tml. Tm2, TmMN1
C N 14: File transfer Fi1, Fi2ab, FiNiab, Ft4 FiZe, Fitile
ommen : : B . - . .
_— __—— | Area for comments during testing, The conformance test was executed with following 615 series IED variants using the
e.g. found problems and remarks same software version and hardware revision.
Figure 3 — Test procedure format IEC 600/05 REF515, RED615, RET615 and REM615

Seminar
CIRED PRIMJENA NORME IEC 61850 TE NJEZIN UTJECAJ NA RAZVOJ OPREME
HRVATSKI OGRANAK Zagreb, 14. Oinak 2013.

\



Zakljucak

« |[EC 61850 ed1.0 -> ed2.0

« Uskladivanje proizvodaca

« Pomocni alati kao integralni dio sustava

* Nove metodologije konfiguriranja uredaja i aplikacija
« ,Plug-and-play” naCela integracije

« Jedinstveni pristup u automatizaciji buducih postrojenja EES-a

Seminar
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